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Ladi es and gentlenen, it is a pleasure to be with you
today to address the inportant topic of nonproliferation
and export controls. dobally, the proliferation threat is
real, and it is getting worse. The news is filled with
reports on the possibility of dangerous materials getting
into the wong hands. The headlines have included reports
on the delivery of anthrax through the mail; about
terrorists seeking radioactive sources to build dirty

bonbs; and stories about individuals using shoulder-fired

m ssiles to shoot down civilian aircraft.

The United States and ot her nations have been working
for decades to halt the spread of weapons of mass
destruction and advanced conventional arns that threaten
our safety and security. G ven the nagnitude of the
threat, and the range of possibilities that | just
menti oned we are redoubling our efforts. Keeping these
weapons and their delivery systens out of the hands of

rogue regines, terrorist groups, and their supporters is a



difficult but vitally inportant challenge. The ever
growi ng conplexity of international trade, technol ogica
devel opnents, and novenents of people, goods, and
information make it harder than ever to track WWD and the

material s needed to nmake and sustain and use them

Today, the threat presented by proliferation is al so
nore diverse and unpredictable. Countries of concern, such
as Ilran and North Korea, thenselves a great worry to us
all, are becom ng secondary proliferators, providing
sensitive technol ogy and assistance to other states or
terrorist groups, and thereby adding to regional and gl obal

instability.

Presi dent Bush has urged all civilized nations to
unite to defend thensel ves agai nst those states, groups or
i ndi vi dual s who woul d pursue terror and | awl ess vi ol ence.
He has said that “every nation in our coalition nust take
seriously the growing threat of terror on a catastrophic
scale — terror armed with biological, chem cal, or nuclear
weapons... Inaction is not an option. Men with no respect
for life nust never be allowed to control the ultimte

instrunents of death.”



In the face of chall enges such as that posed by Iran
and North Korea, what’s missing in today’'s international
debate is a sense of outrage: outrage because the gl obal
st andards of acceptabl e conduct that are well established
in international |aw and norns are being violated by
countries with increasingly threatening capabilities. The
threat or the actual use of these capabilities are all the
nore horrific because their users are disdainful of these
standards, are willing to violate freedom and the human
rights of others, and because of their close ties to

terrorist groups.

Proliferators need to know that they face isolation
and consequences if their efforts continue. Ending the
threat posed by Irag’s weapons of mass destruction sends a
powerful signal to other proliferators that the world wll
not stand idly by. For exanple, North Korea nmust not be

allowed to bl ackmail the international community.

As responsible, civilized nations, we need to bol ster
our efforts to urge restraint on dual -use materials and
advanced conventional arns and to fully inplenent effective
export control and border security policies. Too many

conpani es and individuals are all too willing to export



danger ous, dual -use technol ogi es and goods to questi onabl e
i ntermedi ari es and even known WWD end-users. The recent

U S -EU Summit statenent on nonproliferation stressed the
i nportance of export control enforcenent and

i npl enent ati on.

The United States enploys a variety of tools both

mul tilateral and bilateral to address this proliferation:

 First, we continue to work to tighten the nultilatera
export control regines. In the Nuclear Suppliers G oup
(NSG, for exanple, we are seeking to nake the | AEA
Addi ti onal Protocol a condition of supply and to add so-
called “catch-all” exports to the nuclear suppliers

gui delines. W also assist countries in harnonizing
nati onal export controls with international norns, and

i nprove export control enforcenent. All of us need to

i ncorporate the control lists of the multinational export
control regines into our donestic |egislation. W need
to enact effective WWD and conventional arms export
control laws, including catch-all controls, arns
brokering legislation and | aws that effectively control

i ntangi bl e technol ogy transfers. 1'Il have nore to say



about the problem of intangible technology controls in a

monment .

Nevert hel ess, while effective export control |aws and
regul ations are an essential first step, | believe we can
agree that they have little nmeaning unless they are fully
enforced. So we also need to make clear that there is a

price for violating the | aw

» Second, where controls fail and international bodies
are unable or unwilling to act, we believe interdiction
is an option. Properly planned and execut ed,
interception of critical technologies en route to
dangerous end-users can help in the struggl e agai nst
terrorism At a mninmum effective interdiction can

| engthen the time that proliferators will need to acquire
new weapons capabilities, and denonstrates our conm t nment
to conbat the spread of weapons of mass destruction and
their delivery systenms. |In sone instances, interdiction
can prevent proliferators fromacquiring new
capabilities. Procurenent efforts are becom ng

i ncreasi ngly sophisticated, and our efforts to halt those

procurenents nust keep pace.



An exanple of our commtnent to interdiction is the
Proliferation Security Initiative (PSI), another
inmportant initiative to counter proliferation that was
announced by President Bush on May 31, 2003. An
essential conponent of this counterproliferation strategy
i nvol ves working with other concerned states to devel op
new nmeans to disrupt the flow of WWD, delivery systens,
and related materials to and fromstates and non-state
actors. Earlier this nonth, participants agreed to a
Statenent of Interdiction Principles that define steps
needed for effective interdiction at sea, in the air, and

on | and.

* In addition to nore effective export controls and
counterproliferation tools, there are al so sanctions.
Fromthe United States’ vantage point, conpani es have a
choice: sell to proliferators, or sell in the United
States, but not both. Wen national controls fail, and
wher e conpani es make the wong choice, U S. laws require
that there be consequences. But sanctions are not truly
effective if they are only applied by one country. It’s
important that the international community wit |arge

responds in a like manner and force proliferators,



whet her they are states, conpanies or individuals, to pay

a high price for their actions.

Conpani es often assunme export controls wll put them
at a conpetitive disadvantage. But an effective export
control systemactually prohibits very few transfers. In
the larger picture, illegitimate trade is a small piece
of a very large pie. The future lies in high-tech trade
with legitimte end-users. Effective export controls
will inspire confidence in trading partners that itens
are reaching their intended destinations and that
shi pnents fromany given country do not contain illicit
and potentially devastating weapons of mass destruction
or their conponents, or advanced conventi onal weapons.
This will enhance, not hinder, a greater volunme of

legitimate trade.

The chal | enges we face as export controllers, |icensing
of ficers, and enforcenent officials are high. The enem es
we face have devel oped sophisticated, well-financed
net wor ks capabl e of transferring sensitive technol ogy and
know how to the far reaches of the globe. Overall, nore
and nore business today is conducted over the Internet and

via fax. Transactions that previously took weeks to



arrange can now be conpleted in seconds. International
trade is expected to nove at “internet speed.” That neans
t hat enforcenent has a very small window to step in and

stop an illicit export before it occurs.

In addition to the speed at which business occurs, it has
al so become nuch nore global in nature. Physical |ocation
means little in the world of software devel opnent and
busi ness services. | nentioned earlier the probl em of
i ntangi bl e technol ogy transfers. Teans of software
engi neers fromaround the world routinely coll aborate on
software projects with no reference to borders or national
entities. This nakes enforcing export controls and
saf eguardi ng strategi c technol ogy an i nmense chal | enge.
Clearly, there is much work ahead on the issue of
controlling intangible technology transfers. Sonme have
asserted that you can’t control such transfers because
doing so is an infringenent on free speech. Not so. The
United States requires licenses to assist a foreign nucl ear
program and this includes passing technology via witten

docunents or over the |Internet.

Anot her key proliferation challenge is controls over

Man Portable Air Defense Systenms, or MANPADS. MANPADS are



short range surface-to-air mssile systens specially
designed to be portable by one or two nen or nounted on a
platform MANPADS are relatively small and easy to

conceal , and yet can be very | ethal

The G 8 is committed to reduci ng MANPADS proliferation
and has called on all countries to strengthen control of
their MANPADS stockpiles. Additionally, this year the
Wassenaar Arrangenent is working to strengthen its
statenent from 2000 on the “El ements for the Export
Controls of MANPADS.” The United States and others are
urgently pronoting the nessage, both bilaterally and
multilaterally, that tightening controls over MANPADS is
essential to global security. The Septenber 11th tragedy
had an enornous inpact on the world s airlines. If a
Manpads attack succeeded in bringing down a civilian
aircraft, one can only inmagi ne the devastating effect it
woul d have on global air traffic and associ ated conmerce

with air travel and cargo.

The next three days present an inval uable opportunity for
experts to work together on these and many ot her
chal l enges. Halting proliferation of WWD and advanced

conventional weapons has becone a paranount priority of



gl obal security that requires a gl obal response. This
conference is a critical step in devel oping that response.
It brings together |ike-m nded supplier and transit
countries to work collectively and cooperatively to
strengthen the gl obal export control net conprised of

nati onal export control systens. Strengthening these
systens is an essential step towards our shared goal s of
gl obal security, protection of strategic goods and

t echnol ogy, and responsi bl e gl obal trade.

| want to thank all of you for taking the tinme to attend

this inportant conference. | want to especially thank ny

Hungari an col | eagues for giving nme this special opportunity

to share ny concerns and those of ny governnent on the
critical issue of proliferation and export controls.

wi sh you all the best of success over the next three days.

Thank you.
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