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Law Enforcement for a changing world

® Terrorist attacks on WTC
& Pentagon

® Growth of state
sponsored terrorism

®* WMD proliferation

® lllegal export of strategic
technology

® lllegal financial
transactions

Project Shield America
ICE Role in Strategic Investigations

® Protect the American public
from the introduction of WMD
and other instruments of
terror into the United States.

® Prevent proliferating foreign
countries, terrorists, and
international criminals from
obtaining strategic
technology , licensable dual-
use commodities, weapons,
munitions, funds, and
technical support.




J.S. Immigration
nd Customs
nforcement

J.S. Immigration
nd Customs
nforcement

Project Shield America

® An industry outreach program designed
to obtain assistance and cooperation
from manufacturers, sellers, and
exporters of U.S. origin technology,
dual-use, and munitions.

®* Enhance public awareness of export
laws

* Provide opportunity for private sector
input

Project Shield America
Export Control Laws

* Arms Export Control Act (AECA)

Export Administration Regulations (EAR)

® |nternational Emergency Economic Powers Act
(IEEPA)

® Trading With The Enemy Act (TWEA)

Currently only Cuba
and North Korea




Project Shield America

Arms Export Control Act

e 22 USC 2778

» Requires registration of persons engaged in
the business of manufacturing or exporting
defense articles and services.

® Requires license to exports firearms,
munitions and technology

J.S. Immigration
nd Customs
nforcement

Project Shield America
Arms Export Control Act

® |nternational Traffic in Arms Regulations (ITAR)
® United States Munitions List (USML)
www.pmdtc.org/reference.htm

® Administered by the U.S. Department of State -
Directorate of Defense Trade Controls —
www.pmdtc.org

®* |ITAR Recordkeeping requirement - Five years
from date of export

J.S. Immigration
nd Customs
nforcement




Project Shield America
Export Administration Regulations

® Governs the export controls for commercial and
dual use products

®* EAA expired in August 1994

®* EAR enforced under IEEPA by Presidential
order

®* Complete EAR, CCL, and Commerce country
chart: www.access.gpo.gov/bis/index.html

® Administered by the U.S. Department of
Commerce - Bureau of Industry Security
www.bis.doc.gov

J.S. Immigration
nd Customs
nforcement

Project Shield America
International Emergency
Economics Powers Act

® QOctober 28, 1977

® 50 USC app. 2401

® 50 USC 88 1701-1706

® Economic sanctions and embargoes against
countries and individuals, i.e. terrorists

® Used by the President to enforce the EAR

® Current sanctions can be found:
www.treas.gov/offices/eofffc/ofac/sanctions/ind
ex.html

J.S. Immigration
nd Customs
nforcement




Project Shield America
Trading with the Enemy Act

® 50 USC App. 1-44

. (_)nly applies to Cuba and North Korea at this
time

® Administered by OFAC

® No exports or imports

U.S. Immigration
and Customs
Enforcement

Project Shield America

Export/Import Violations

® |tis Unlawful to:

® Export or attempt to export from the US, or to
re-export any defense article or technical data,
or to furnish any defense service without first
obtaining the required licenses from the DOS

® Export or attempt to export from the US, or to
re-export any commercial or dual-use item
without first obtaining the required licenses
from the DOC

® Import or attempt to import any defense article
without first obtaining the required
authorization

N * Violate any of the terms or conditions of
I licenses or authorization granted by the DOS
¢ Enforcement or DOC




Project Shield America
Export/Import Violations

® |tis Unlawful to:

®* Make a material false statement or misrepresent
or omit a material fact in a license application
or export document

® Fail to file a Shipper's Export Declaration when
required

® Export or re-export to an unauthorized
consignee or end-user

® Hand-carry technical data orally, visually, or
electronically, (by fax, e-mail, telephone,
Internet, Intranet, marketing presentations) to
foreign persons or company employees

P overseas without appropriate export control

.S. Immigration R .

and Customs authorization

nforcement

Project Shield America
Consequences of Non-Compliance

® Seizure or forfeiture of goods

® Imprisonment up to ten years for individuals
responsible for criminal violations

® |oss of export and import privileges

® Administrative penalties

¢ Debarment from government contracting

® Placement of company on “denied parties list”

® Fines up to $1 million per violation or five times
the value of the product, whichever is greater

U.S. Immigration
and Customs
nforcement




Project Shield America
Your Role in Compliance

¢ Know your customer
®* Bealert

®* Recognize potential illegal
exports and diversion

® See that transactions/orders
for production parts or technology, are
handled by export specialists

® Ensuring that your export specialists are
knowledgeable about export controls and
licensing procedures

S. Immigration
nd Customs
1forcement

Project Shield America
“Red Flags” Indications of lllegal Exports

Payment in Cash.
Payment well in excess of market value.

Reluctance to provide end-use or end-user
information.

End-use incompatible with product design.

Final consignee has no apparent connection
to the purchaser.

S. Immigration
nd Customs
1forcement




Project Shield America
“Red Flags” Indications of lllegal Exports

Customer unfamiliar with the product.

Packaging inconsistent with shipping mode
or destination.

Products do not correspond with customers
line of business.

Order is placed by firms or individuals from
foreign countries other than the country of
the stated end-user.

Order shipped via circuitous or economically
illogical routing.

J.S. Immigration
nd Customs
nforcement

Project Shield America
“Red Flags” Indications of lllegal Exports

Customer declines the normal service,
training, or installation contracts.

Product is inappropriately or
unprofessionally packaged.

Size or weight of the package does not fit
the product described.

“Fragile” or other special markings on the
package are inconsistent with the
commodity described.

JUST DOES NOT MAKE SENSE

J.S. Immigration
nd Customs
nforcement




U.S. Immigration
and Customs
Enforcement

U.S. Immigration
1 Customs
' Enforcement

Project Shield America
Screening

® Businesses should screen prospective
customers, vendors, suppliers,
subcontractors, sales representatives,
consultants, or any party to a proposed
export/import transaction against the
following lists:

¢ Specially Designated Nationals
www.treas.gov

® Denied Persons List
www.bis.doc.gov/dpl

® Debarred Parties List www.pmdtc.org

Project Shield America
Be prepared to answer these questions about

your products or services

® What is it?

® |s the item clearly listed on the USML or the
CCL?

® Does the item contain encryption?

® Does it list the corresponding manufacturer for
the items?

®* Where is it going (country of ultimate
destination)?

Who will receive it (ultimate end-user)?
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Project Shield America
Be prepared to answer these questions about

your products or services
® Does the end-use involve military applications?

® What, if any, is the civil/lcommercial
application?

® |s the item specifically configured, adapted,
modified, designed, and developed for a
military application?

¢ If in doubt, submit a “Commodity Jurisdiction
Request” to the Department of State
(www.pmdtc.org)

U.S. Immigration
d Customs
nforcement

Project Shield America
Known proliferation countries

Iraq

Iran
Libya

N. Korea
China
Syria

S. Immigration
d Customs
forcement




U.S. Immigration
and Customs
Enforcement

U.S. Immigration
1 Customs
' Enforcement

Project Shield America
Transshipment countries

U.A.E.
Hong Kong
Cyprus
Jordan
Malta
Thailand
Yemen
Sudan

Project Shield America
How to respond to a suspicious contact

Don’t slam the door
Keep it neutral

Obtain contact numbers
or email

Quickly contact ICE
special agents for a
controlled and monitored
response
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Project Shield America
Washington Post April 17, 2006

U.S. Immigration
and Customs
Enforcement

Project Shield America
ICE Web Site April 12, 2006
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Spooches & Testimonias

Email Sign Up

Newsletters SAN DIEGO - A Sirigapure maliuril was artusled Muriday by U.S. linmmigralion @nd Custurms

o Enforcement {ICE) and Defense Criminal inve Sugatve Service (UCIS) agents 1n 5an Liego for
atternpting to export Tully automatic machine guns to individuals in Indonesia in violation of the
Arms Export Control Act

Singapore man arrested in plot to export arms to Syria and Indonesia

Chia ia Gheng, aka Ronald "IC" Chia, B0, appeared in U.G. District Court this morming charged
wilh twu felurry courils ur"knuwingly slernpling W legally sxpor defense aricles. . withuul
having obtained a Icense or wrillen autorIZatlon for SUCH export form the DEATTTENt of State,
By lawr, anyone atlempting o export efense articles must register with the State
Deparimentand obtain a license or ofcial government approval

A part of a multiyear international investigation, an undercover ICC agent mst Cheng ina San
Diego hotel Manday aflermnoon to negotiate the details of an arms deal, with Cheng uliimately
paying tne agents $3,280 In L.5. currency to cover the cost of hiee ully automatc rines, a scope,
N0 SNIPpING eXpENses 1o INdonesia-- where ihe guns would e testiired prior 10 e negotiated
purchase of a large quantity of weapons that would be destined for both Indonesia and Syria

Court documents allege that in 1998, IGT agents working undercover wers introduced to Cheng
ala Iriade stuw in D.C. ICE launctiod ar il Sheny's
poSSIDIe INvolvernent in acquinng milltary and securiy esuIpMment

In March 2005, Cheng inquired about the potential purchase and expart of M-15 rifles. Thraugh e-
mail exehanges and telophon calls, an IOE agent and Cheng finalized a doal for sovoral
autormatic ifles and & scaps to b forwarded to individuals in Indonesia and Syria. During he
huLel rrecling, Chiens curmpleled o blank inlermaliong) shipping furm desionaling stipment ur

& Weapons fo Jakara, INGONesia, at which POINENE Was taken INK custody.

"In the wrong hands, arms and sensitive technology pose a serious threatta national security,”
said Mike Unzueta, special agent in charge for ICL investigations in Gan Diego. e
demanstiates hatthose wha jeapardize the security of aur nation far personal profit will be held

U.S. Immigration accountable

and Customs “The illegal ransfer af Deparment af Defnse waannns and fechaalagy is ane of the fon
ATCe e irwestigative prioritics of DCIS," said Ricl Gwin, special agentin charge for the DCIS Western
Enforcement 1S O "o e s Ao e R enermics e rpe ofweapons Sousntio M. Chong pose
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Recent Investigations

® Fighter Jet to Colombia, S.A.
06/29/04 - British mercenary pleaded guilty to
the attempted illegal export of an A-37 fighter to
Colombia, South America.

® Fighter Jet Components to Iran
06/22/04 — ICE and DCIS agents in Houston, TX
arrested a businessman charged with the illegal
export of F-14 jet fighter parts to Iran.

|C E Project Shield America

Recent Investigations

Military Technology to China

07/01/04 - ICE, DOC and FBI arrested seven
individuals from two New Jersey businesses
charged with the illegal export of millions of
dollars of sensitive U.S. military technology to
the PRC.

Fighter Jet Components to China

06/24/04- California businessman pleaded guilty
to the illegal export of F-4 and F-5 jet fighter
parts to China.
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Recent Investigations

® Night Vision Technoloqgy to China
06/03/04 — Two San Jose businessmen of Night
Vision Technology indicted for the illegal export
of night vision devices and technology to the
PRC.

* lllegal Export of Military Helicopter Parts
05/10/04 — Connecticut business Rotair
Industries pleaded guilty to the illegal export of
military helicopter parts following ICE
undercover investigations.

|C E Project Shield America

Recent Investigations

» Military Satellite and Radar Technology to
China
05/06/04 — ICE agents in Los Angeles, CA
arrested two PRC nationals charged with the
illegal export of components of military satellite
and radar systems to the PRC.

Weapons Destined to Columbia, South America

04/01/04 — ICE, Tampa, FL agents arrested a
Colombian national charged with the attempted
illegal export of 6,000 machine guns, grenade
launchers, grenades, and other weapons to
Columbia, South America.
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ICE

Project Shield America

Contact Information

® If you wish to report suspicious export
inquiries, please contact

1-866-DHS-2ICE

Closing Slide

ICE
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