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Investigations • Created March 1, 2003

• Investigative arm within the             
Department of Homeland Security

• Approximately 6,000 Special Agents 
comprised of former Customs investigators 
and Immigration & Naturalization Service 
investigators

• Over 200 domestic investigative offices

• 54 foreign offices in 42 countries

ICE Facts
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• Initiate over 60,000 new investigations

• Make over 25,000 arrests

• Seize nearly 650,000 pounds of narcotics and 
other drugs

• Seize over $80 million of contraband and other 
illegal merchandise

• Respond to nearly 620,000 inquiries / calls for  
assistance from other federal, state and local law 
enforcement agencies

• Seize over $100 million in currency and 
monetary instruments

ICE Average Year
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• Export Enforcement / Weapons Smuggling

• Financial Crimes / Money Laundering

• Narcotics Smuggling / Trafficking

• Human Smuggling / Human Trafficking

• Commercial Trade and Fraud

• Cyber Crimes

• Worksite Enforcement

• Intellectual Property Rights

• Human Rights Violations

• Transnational Gangs

• Immigration Document / Benefits Fraud

ICE Jurisdictional Authorities
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ICE Attachés
• Implement strategic initiatives with host 

government authorities;

• Serve in an advisory capacity to U.S. missions 
within their area of responsibility;

• Observe the effectiveness of bilateral and 
multilateral agreements with foreign countries;

• Provide training to foreign officials and assist host 
country counterparts in the development of 
legislation and regulations;

• Conduct extra-territorial prosecutions with DOJ;

• Provide assistance in removal operations.
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CPI Mission

• Prevent terrorist groups, foreign adversaries, 
and hostile nations from illegally obtaining 
sensitive U.S. technology and munitions.

• Weapons of Mass Destruction components, 
precursors and delivery systems

� U.S. military technical data, hardware, small 
arms and defense services

� Dual-use technical data/source code and 
commodities 

� Deemed exports

� Sanctioned entities (US/UN)
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Interdiction

• Inspections based on 
intelligence or target 
information

• Domestic and 
international law 
enforcement 
assistance

• Use of technology

• Work with other DHS 
agencies
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Investigations

• Reactive Investigations
� Interdictions/Seizures

• Proactive Investigations
� Source Development

(Industry Outreach)
� Informant Information
� Undercover Investigations
� Cooperative Defendants
� Historical Investigations
� Intelligence
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CASE OVERVIEW

• The owners of an aircraft supply and 
maintenance company based in California was 
found to be illegally exporting various military 
aircraft parts to foreign entities.

• In order to prove the illegality of their actions an 
undercover operation was initiated by ICE 
utilizing an undercover overseas storefront.

•Search warrants information and post arrest 
statements led to four additional arrests, and the 
disruption of two illicit Iranian procurement 
networks.
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• Defense Articles

• Single Use Military Application

• Military aircraft parts utilized on the:  
F-14, F-5, and F-4.

• Military grade accelerometers and 
gyroscopes*

Commodities Involved
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Northrop Grumman F-14 
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Northrop Grumman F-5
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McDonnell Douglas F-4
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• Purchasing large amounts of military technology 

on Ebay.

• Website claimed service provided to military 
clients worldwide.

• No licensing history.

• Several international shipments

Case Initiation
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Plea Agreement

•Two Business Owners Pled Guilty to 
Conspiracy to violate AECA, criminally 
forfeited $70,000.00 and agreed to 
cooperate with ICE.
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Second Investigation 
With Two More Arrests

• Based on the information obtain from the first 
investigation a husband & wife were identified 
as arms dealers shipping and hand carrying 
military and civilian aircraft parts to Iran.

• During a search warrant ICE Agents seized 
approximately 13,000 military aircraft parts.

• Two suitcases packed with parts for flight 
scheduled to Iran the following week.
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Sentencing

• Husband plead guilty to IEEPA, 
sentenced to two years in prison, six 
months of house arrest.

• Wife pled guilty to False Statement to a 
Federal Officer (18 USC 1001) and was 
sentenced to two years probation.
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Third Investigation
Iranian Procurement Agent

• Mr. G, located in Iran, was attempting to 
procure various types of military 
technology from the United States to 
include parts for the F-14, F-5, F-4, C-
130, and P-3 aircraft, as well as military 
radios, night vision technology, and 
military grade accelerometers and 
gyroscopes for use in missile systems.
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Evidence from First Investigations
Revealed Mr. G

• RFQ’s and emails dating back to 2001

• Current purchase orders for J-85 and F-4 
parts to be shipped to Iran via Dubai and 
South Korea.

• Recent incoming wire transfer of 
$30,000.00.
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Information Provided by 
Target of First Investigation

• Traveled to Iran in June 2005
� Was introduced to Mr. G by his Uncle.
� Met several times to discuss supplying 

military spares and how to trans-ship them 
to Iran.

� Mr. G took him on Iranian Air Force base 
and introduced him to a high ranking Air 
Force General.

• Target claimed the first shipment of parts was 
about to be sent when we arrested him.
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Undercover

• Finances had been taken care of and he 
was ready to resume their business.

• offer of two J-85 engines for sale.
• Mr. G immediately responded with 

RFQ’S for parts used on C-130, F-5, F-
4, and accelerometers and gyroscopes 
with application in long range missile 
guidance.
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QA 3000-030 
Accelerometer
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GG1320AN 
Digital Laser Gyroscope
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Wire Transfers

• September 15, 2006 – Mr. F wire 
transferred $36,000.00 to ICE 
undercover account.

• September 21, 2006 – Mr. F wire 
transferred an additional $70,000.00 to 
the ICE undercover account.
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Coordination with 
Attaché/Vienna

• Began working with Attaché/Vienna in 
attempt to plan arrests of Mr. F and Mr. 
G in Romania.

• Attaché/Vienna worked with Romanian 
authorities to monitor Mr. F, were 
optimistic about arresting both 
individuals in Romania.
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Mr. G and Mr. F 
Indicted

• On October 17, 2006, a Federal Grand 
Jury in the Southern District of California 
issued a three count indictment against 
Mr. G and Mr. F.
� 18 USC 371 – Conspiracy to Commit 

Offenses Against the United States

� 18 USC 1956 (h) – Conspiracy to 
Launder Money

� 18 USC 1956 (a)(2)(A) – Money 
Laundering
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Issues with International 
Investigations

• Legality of luring suspect
� Lure Memo

• Dual Criminality
• Extradition Treaty 
• Interpol and Red Notice diffusion

� Goes to every member country
• Provisional Arrest Warrant
• 20 Point Travel Memo
• Security of International Calls
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Mr. G’s Arrest in 
Thailand

• Thai Judges had hearing on November 
13, 2006 and signed the provisional 
warrant for Mr. G arrest.

• Mr. G arrested at Suvarnabhumi Airport 
as he was waiting for Mr. T to arrive.
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Mr. F’s Arrest in 
Romania

• Immediately after Mr. G’S arrest, Mr. F 
was arrested by Romanian authorities 
with the assistance of the 
Attaché/Vienna.  

• Following the arrest several search 
warrants were executed on business 
locations in Romania.
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Following the Arrest in 
Thailand

• Three separate hearings on extradition 
between March 2007 and July 2008.

• July 2, 2008 – Thai courts determined 
Mr. G was not extraditable to the U.S. 
under a military exemption rule.
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