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Investigation and Prosecution

What is a criminal ,proliferation” case?

Export / Brokering / Know-how-transfer
(without a licence)

Of sensitive goods / technology

— Concerning military items

— Concerning dual-use items (listed or non-listed)
With sensitive end-use

— |In a country with WMD-Program
— Destinated to a critical end-user



Investigation and Prosecution

e How to get a case?

e Sources of Information (not concluding):
— Intelligence Information
— Interagency Corporation (national / international)
— Research Units
— Customs (clearance / audits)
— Industry Information (competitors)
— Other investigations (analysis of documents)
— Contact persons
— Anonymous information



The Case (1)

Exports of dual-use items
for nuclear purpose



The Goods

Spare parts for vacuum pumps
Special metal plates and measurement technology




The Goods

Pirani - gauges

Valves



The Goods

Diamond grinding discs

Spare parts for mass spectrometry



Assessment of the goods

Dual-use character !

Purpose of the goods
— Nuclear weapons program?
— Civilian destination (in a nuclear power plant)?

Listed in the common dual-use list of the
European Union (Reg. EC 1334/2000) or
suitable for high sensitive end-use?

Key elements or irrelevant items?
Value of the goods decisive?



| essons learnt

Investigators and prosecutors are
confronted with sensitive items

They have to work on technology needed
to build WMD

They have to be interested in technical
questions

They have to be supported by technical
experts

— from licencing authorities
— from universities / research institutes




The Case (2)

Exports of the
mentioned goods to Country X



Structure of a Procurement Network

BALLISTIC ARTILLERY AND
MISSILE SHIP- ROCKETS
AIR DEFENCE ANTI TANK

IND. GROUP GUIDED MISSILES



Example for Iranian Front Companies

JOZA INDUSTRIAL CO.
P.O. Box: 16395/159

Tehran, 1.R. of Iran

Fax: +98-21-7424364

Phone: +98-21-7311834

 0098(21)730 7582
S.H. e | JOZA INDUSTRIAL co,
tndustrial Groep Tehran /ERIRAN P.O.ROX: 16595/ 159
n ]

Tek:+98-21-7311884, FAX: +98-21-777298

Post Box : 16595/133 , Tehran ,[RAN

TECRMICAL & ENCREENING CO. LNFORTS EXFORT

NO.11&12-2™ Floor, BOR] SABZ Trade Building, West
Golbarg St-Tehran Pacs 1™ Square, TEHRAN — IRAN
P.OBOX: 16595159

TEL: +9821 1311884  FAX: 19821 777298



| essons learnt

Investigators and prosecutors are
confronted with WMD programs

They have to be interested in political
developments in specific states

They have to collect information about
WMD developments in countries of
concern

They have to interact with intelligence

They have to look for usable information,
which they can bring to court



The Case (3)

Consignees of the exports
are front companies,
related to a WMD program
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| essons learnt

Investigators and prosecutors are
confronted with a procurement network

They have to puzzle all relevant
iInformation about company structures,
persons involved, communication data

They have to be supported by a research
unit using specific IT-tools

They have to interact with intelligence

They have to look for usable information,
which they can bring to court



The Case (4)

The exporter Is aware
of the sensitivity
of the goods and of the end-use



Customs declaration

Company abc
Country X



Cover activites of the export manager

Wrong description of the goods in the customs decla ration

Spare parts for

Water supply system
(no licence required)

Incorrect declaration of the goods value to have th e
chance to go directly to frontier customs office

Iron Powder (test Kit)
(no licence required)



Cover activites of the export manager
Splitting of invoices to use general licences
Declaration of incorrect end-users
Using simplified customs procedures

Inapplicable country of destination

Country A



| essons learnt

Investigators and prosecutors are confronted
with covering activities of the exporter

They have to take evidence, that the exporter was
aware of

— the need for a licence

— the final end-use in a WMD program

— the structure of the procurement network

They have to collect all available information
about the export company

They have to decide about appropriate
Investigation methods




The Case (5)

Investigation starts



Facts

Information of Intelligence Service:
expected inquiries of several Country X - front
companies to German companies

German licensing authority (BAFA) informs German
companies about the procurement efforts of Country X
Export Company states, that there were no inquiries
Hints from investigations in other cases

Research of export data  suspicious deliveries

Prosecutor instructs
Customs Investigation Service to start investigatio

n



Course of investigation

Prevention of further exports
by customs (risk profiles)

Monitoring of
Telecommunication
(6 months)

Corporation of customs
with

Tactical measures
(Search, Queries, Investigations abroad)

~ -




Collecting evidence

Trade agreement of export company with Country X
- procurement company about the delivery of goods
for ,Water Purifiying*

Fulfilment of the agreement by more than 25 single
exports (value about 400.000,- ) to several
Country X front companies between 2000 and 2004

Evidence by phone calls, e-mails, business
documentation (knowledge of the exporter about
the real end-use)



Collecting evidence

Mutual assistance by customs administrations in
other EU member states

Statement of German Foreign Office, that deliveries
causes a major disruption of the foreign relationship
of Germany to other countries

Statement of Intelligence Service about the
procurement network of Country X(usable by court)

Confession of the export manager



Consequences

Premeditation
Criminal energy because of covering activities

Very strong violation
during a long period of time
professional commitment

Judgement of the district court

Imprisonment for the export manager of
[/ years and 3 months

Forfeiture of 150.000,-
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