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Basis of EnforcementBasis of Enforcement



Key ElementsKey Elements

Implementing Implementing 
LegislationLegislation

Licensing / Licensing / 
PermitPermit

RegimeRegime
PenaltiesPenalties

Enforcement Enforcement 
CooperationCooperation



Implementing/Related Legislations
- Singapore

Implementing/Related Legislations
- Singapore

CWPACWPA
/ / RegsRegs

UN ActUN Act
/ / RegsRegs

AEAAEA
/ / RegsRegs

RIEARIEA
/ / RegsRegs

RPARPA
/ / RegsRegs

SGCASGCA* * 
/ / RegsRegs

BATA BATA 
/ / RegsRegs

* * Provide enforcement powers to enter and search conveyances & preProvide enforcement powers to enter and search conveyances & premises, mises, 
to seize items, to access to documents and information incl. comto seize items, to access to documents and information incl. computer information.puter information.



Permit / Licensing Regime
- SGCA

Permit / Licensing Regime
- SGCA

•• ExportExport

•• TranshipmentTranshipment

•• TransitTransit

•• Intangible transfer of technologyIntangible transfer of technology

•• BrokeringBrokering



Penalties - SGCAPenalties - SGCA

•• Fines Fines 

�� max $200K / 4 times value of goodsmax $200K / 4 times value of goods

•• ImprisonmentImprisonment

�� max 3 yearsmax 3 years

•• Administrative measuresAdministrative measures
�� composition fines max $10,000 (minor technical composition fines max $10,000 (minor technical 

offences)offences)

�� Revocation, suspension of permit / Revocation, suspension of permit / licencelicence

�� Withdrawal of privileges (bulk permits)Withdrawal of privileges (bulk permits)



Legislative UpdatesLegislative UpdatesLegislative Updates

Amended Subsidiary Legislations in 2007, effective 
1 Jan 08

Strategic Goods (Control) (Amendment) Regulations:Strategic Goods (Control) (Amendment) Regulations:
• to facilitate future updates or changes to the control list
• to amend the time period for record-keeping and permit 

submission requirements. 

Strategic Goods (Control) Order 2007Strategic Goods (Control) Order 2007
• List the expanded/updated control list 

Strategic Goods (Control) (Brokering) Order 2007Strategic Goods (Control) (Brokering) Order 2007
• List the brokering controlled items under a separate 

schedule



Enforcement CooperationEnforcement Cooperation

• Inter-agency coordination
� Inter-Ministry Committee on export control
� Other law enforcement agencies
� Port authorities
� Technical experts / other competent authorities

• International Enforcement Cooperation

� Intelligence – specific and timely
• Compensation of liability – wrong interdictions

� Licence verifications / enquiries



Risk managementRisk management



Risk management
- Key Elements

Risk management
- Key Elements

Risks Risks 
Criteria/Criteria/
ProfilingProfiling

Data Data 
GatheringGathering
SystemSystem

Product/Product/
Technical & Technical & 
Commercial Commercial 
KnowledgeKnowledge

Risk Risk 
assessmentassessment



• Products � ML / DL; high-end / low-end technology; 
WMD capabilities 

• Exporter � sanction / watch lists?

• Consignee � sanction / watch lists?

• End-user / end-use � legitimate / pre-approved / WMD
or military / government or non-government ?

• Source / Destination  � proliferation / diversion threats

• Red flags � shipping route, supporting documents, etc

Risks CriteriaRisks Criteria



Profiling parameters include:
• Source / origin – approvals required / granted?
• Destination – sanctioned countries / of proliferation 
concern?
• Exporter, Consignee, End-User

� Sanctioned? / suspicious / past records / watch lists?
� Known affiliation with high-risked states / entities?

• Products’ capabilities
� Listed in the control list / technical specifications?
� Likely military / WMD capabilities?

•• Documents & Other Red Flags
� Out of ordinary shipping route?
� Suspicious declaration on product’s quantity/value, end-

use? 
� Other red flags

ProfilingProfiling



• Automated / electronic system

• Central database - permit / shipment details

• Data mining

� Pre-shipments

� Post-shipments

• Inter-agency review / consultation

Data Gathering SystemData Gathering System



Product/Technical & Commercial 
Knowledge

Product/Technical & Commercial 
Knowledge

Product Product 
ClassificationClassification

Shipping/Shipping/
Commercial Commercial 
documentsdocuments

InternationalInternational
Licenses/Licenses/

DocumentsDocuments

ProcurementProcurement
Trends /Trends /
AnalysisAnalysis



•High risks
� Military / WMD items
� Sanctioned destinations / entities
� Targeted shipments

• Medium Risks
� High-end DL items
� Non-sanctioned destination / entities

� Random inspections / checks

• Low risks
� Low-end dual-use items / less sensitive destinations
� Selective inspections / checks

Risks assessmentRisks assessment



PostPost--ShipmentShipment
Audits, examination of Audits, examination of 

paper trails, interviews & paper trails, interviews & 
company visitscompany visits

PrePre--ShipmentShipment
Targeted scanning & physical Targeted scanning & physical 
inspections suspect cargo / inspections suspect cargo / 
consignment consignment 

Radiation 
Detector

Explosive 
Detector

VACIS Mobile Scanner

Targeting & InspectionsTargeting & Inspections



Investigation & ProsecutionInvestigation & ProsecutionInvestigation & Prosecution



• Investigation 
� Regular checks / risk profilings

� Intelligence – specific and timely
� Gather & protect chain of evidence

• Prosecution 
� Establish offence and period of offence
� Proof of knowledge
� Proof of links to WMD end-use (for catch-all)

• For transhipments/transits, declarations by carriers are based on 
information from the foreign shipper / at source
� Need to ensure fairness and minimise impact on legitimate 
trade

Investigation & Prosecution
- key considerations

Investigation & Prosecution
- key considerations



Industry Compliance 
Programme / Audits

Industry Compliance 
Programme / Audits



Industry Compliance ProgrammeIndustry Compliance Programme
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Key
ICP Elements

Key
ICP Elements



Companies encouraged to adopt Internal (Export Control) 
Compliance Program (ICP)

• Self-compliance � effective compliance, low risks

• Checks to focus on high-risk companies/shipments

Audits

• Periodic site inspections and documentary checks

• Compliance outreach

ICP & AuditsICP & Audits



http://www.customs.gov.sg/stgc/http://www.customs.gov.sg/stgc/



Complementary MeasuresComplementary Measures



Import Certificate Delivery VerificationImport Certificate Delivery Verification

• Import (International) Certificate
� Prior license/permit applications

� Pre-approved end-use / end-user
� Obtain importing country’s endorsement on  

intended end-use / end-user

• Delivery Verification
� Authority’s endorsement upon delivery into 

importing country



• Launched on 25 May 2007

• A voluntary certification programme
to enhance supply chain security in 
Singapore

• Open to all players based in 
Singapore who are involved in 
supply chain activities

• Consistent with the World Customs 
Organisation (WCO) Framework of 
Standards to secure & facilitate 
global trade

Supply Chain Security –
Singapore’s Secure Trade Partnership (STP)

Supply Chain Security –
Singapore’s Secure Trade Partnership (STP)



THANK   YOUTHANK   YOU


